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(54) TiUe: PACKET SWITCHING SYSTEM USING TELEPHONIC AND SATELLITE TRANSMISSION 




(57) Abstract 

The invention relates to a system for organising fast data links using means designed for other data transmission methods. According 
to the invention, data intended for a given receiver (9) is transmitted from a given transmitter (13) as packets (6, 8) consistent with a 
network protocol over a data network (11) to a transmitting station (14), which multiplexes the packets into a digital transport stream (1) 
generated by it, marking those parts (2) of the transport stream that relate to said packets with a part (3) of the address of the receiver. The 
network protocol is preferably the TCP/IP protocol and the transport stream is preferably an MPEG system transport stream. The TCP/IP 
address of the receiving device (9) is dynamically allocated for this purpose from the address server (12) of the network, so the address 
is a temporary one and becomes available for reuse as soon as the transmission has been completed. Preferably the TS packets (2) in the 
MPEG system transport stream (1 ) that contain data intended for a given receiver are marked by setting their PID identifier (3) to be equal 
to 13 low-order bits of the temporary TCP/IP address of the receiver. 
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Packet switching system using telephonic and satellite 
transmission 

In general, the invention relates to a procedure for establishing fast Internet-type 
5 connections between transmitter and receiver and especially for utilising fast data 
transmission systems designed for other purposes in such connections. The inven- 
tion also relates to the use of dynamically allocated network and device addresses in 
this type of connections. An 'Internet-type connection" refers in this context to a 
communication link through which it is possible to transmit data in an extensive 
10 data network over large distances regardless of the actual physical routing within the 
network. 

In the use of the Internet communication network and other corresponding data 
transmission systems, there is a need to increase the data transmission speeds from 

15 the present level. In this context, 'data transmission ' refers especially to data trans- 
fer between computers over distances that may be several thousand kilometres. The 
user wants fast network connections for home use in the future. If a data link appli- 
cable for fast data transmission is to be made available to homes, it will be neces- 
sary to consider, on the one hand, how to ensure a sufficient service level, and on 

20 the other hand, how to minimise the need to build new cable, remote mobile 

switching unit and routing systems. Moreover, it is to be expected that in future 
communication systems the terminal equipment must be provided the same kind of 
independence of the environment and freedom of movement as mobile telephones in 
modern cellular networks already have. A special problem is that the number of fix- 

25 edly determined 32-bit Internet addresses of the type currently used is, for reasons 
associated with their definition, approaching the theoretical maximum. For this rea- 
son, some sort of a dynamic approach to addressing has to be introduced. This is to 
say that a given address is available for use by a device connected to the network 
only for the time the device is active and needs a communication connection via the 

30 network. When the device exits the network, the same address can be assigned to 
another device. 
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In prior art, a solution called the DSM-CC (Digital Storage Media Command & 
Control) method is known, in which packets consistent with a given network stan- 
dard, e.g. TCP/IP packets (Transmission Control Protocol / Internet Protocol), are 
transmitted in a system transport stream (System TS / Transport Stream ) consistent 
with the so-called MPEG standards (Moving Picture Experts Group). To elucidate 
this solution and also the background of the present invention, data transmission ac- 
cording to the MPEG standards will be described first. 

The generally known MPEG standards define an arrangement designed for the 
transmission of real-time information, especially compressed video in a digital form, 
in general terms, a data stream transmitted in accordance with the MPEG standards, 
a so-called transport stream (TS). is a bit stream consisting of successive packets of 
a certain length. Fig. 1 illustrates a transport stream 1 consisting of TS packets 2. 
The transport stream 1 can be transmitted e.g. via a satellite, in which case it will be 
accessible to a very large number of receivers. The length of a TS packet 2 is 188 
bytes, of which the first four bytes form the packet header 2a while the rest or 1 84 
bytes comprise the payload 2b, i.e. the actual data to be transmitted. Each part of the 
header has a definite significance. From the point of view of the present invention, 
the most important part is the packet identifier 3 (PID. Packet IDentifier). hereinaf- 
ter referred to as the PID identifier or simply as PID. Its length is 13 bits. 

Via a single transport stream it is possible to transmit several programmes or other 
logical entities simultaneously. Following the established practice, these are called 
programmes in this description. In practice, the programmes are multiplexed into 
the transport stream by generating from the content of each programme a packetised 
elementary stream or PES stream 4 (Packetised Elementary Stream), consisting of 
PES packets 5. A PES packet comprises a separate header part 5a and a payload pan 
5b of max. 64 kilobytes. Large PES packets are divided into several transport stream 
packets or TS packets 2 in such a way that a given programme can use either the 
entire transport stream capacity, in which case all TS packets contain data related to 
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the same PES stream 4. or the programme can use only part of the capacity, in 
which case some of the TS packets belong to a different PES stream. The identifiers 
or PIDs of the TS packets are so set that a given 13-bit PID will unambiguously re- 
fer to a certain PES stream. Since a programme transmitted via a PES stream only 

5 lasts for a certain time, at the end of that PES stream the PID used to point to it will 
become available for use as an identifier pointing to another PES stream about to be 
started. Certain TS packets in the transport stream carry so-called programme data, 
' indicating the PES stream that the PIDs currently used relate to. As the PID identi- 
fier comprises 13 bits in the packet headers or the transport stream, the number of 

!0 different programmes that can be pointed to at a time is in principle 8191. In prac- 
tice, certain PIDs are reserved for special uses in the MPEG standards, so the num- 
ber of programmes that can be pointed to at a time is somewhat lower than this. 

A receiver device designed for the reception of a transport stream consistent with 
15 the MPEG standard comprises a decoder which is capable of handling individual TS 
packets and deciding on the basis of their PID identifiers which packets belong to 
which PES stream and thus to a given programme. If the receiver is used for the re- 
ception of only a given programme at a time, it will reject any TS packets related to 
all other programmes and construct the original programme from the content of the 
20 packets marked with a given PID. Moreover, in this system it is possible to encrypt 
the TS packets belonging to each PES stream by using an encryption key specific to 
the particular PES stream, in which case the receiver will only be able to decipher 
and present a programme transmitted via a given PES stream if it knows the corre- 
sponding disencryption key. 

25 

In the above-mentioned solution representing prior art, defined in ISO/IEC 
(international Standard Organisation / International Electrotechnical Commission) 
draft standard 13818-6, a certain data stream multiplexed into the same transmission 
with PES streams is used to implement network connections via satellite. In the 
30 system, data traffic intended for individual receivers, i.e. packets to be sent to termi- 
nal equipment identified by a given address (e.g. an IP address), are placed in so- 
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called Private Tables (Private Section), whose maximum length is 4093 bytes. At 
the multiplexing stage, the private tables are taken to be analogous to system tables 
marked with a given PID identifier. Examples of system tables are the PAT. CAT 
and PMT tables defined in the above-mentioned standard. 

s 

A prior-art arrangement is illustrated by Fig. 3. At the top is a TCP/IP packet 6. 
which comprises a 20-byte IP header 6a, a 20-byte TCP header 6b and a pavload 
part 6c. In the first phase of a transmission according to draft standard 13818-6. a 
CC header 7a is added to the TCP/IP packet thus forming a packet 7 consistent with 

10 the DSM-CC packet definition. The purpose of this operation is to render the ar- 
rangement independent of the header usage observed in a given network protocol (in 
this figure, the TCP/IP protocol ). After this, the packets of the type of packet 7. in- 
tended for a certain receiver, are further placed in private tables 1 6 consistent with 
standard 13818-6, and these are provided with a table header 16a and divided during 

15 multiplexing into TS packets 2 in a transport stream 1, each TS packet comprising a 
PID identifier in its header 2a as described above. Generally, there is one PID iden- 
tifier corresponding to each table type (PAT, CAT,PMT. Private, etc.), indicating 
the type of data contained by the tables. 

20 However, the solution described above is very awkward because the receiver device 
designed for the reception of an MPEG stream must first interpret all private tables, 
then divide them into DSM-CC packets and further into TCP/IP packets and finally 
examine each TCP/IP address to find out whether the data packet in question is in- 
tended for this particular receiver (or rather the computer connected to it). The 

25 whole chain of interpreting actions must be performed by software in a given proc- 
essor, involving a considerable computing load. Besides, the data packets cannot be 
effectively encrypted. The solution does not provide any relief to the problem re- 
ferred to above, relating to a shortage of Internet addresses. 

30 The object of the present invention is to produce a data transmission method that 
can be used to set up fast connections in a world-wide data network. Another object 
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of the invention is 10 enable data transmission modes designed for other purposes to 
be utilised in such connections. A further object of the invention is that the use of 
the proposed procedure should require only minor hardware changes as compared 
with existing equipment. An additional object of the invention is that the proposed 
procedure should not impose an excessive load on the computing capacity of the 
equipment involved in the data transfer, and that data transmitted by this method 
should be easy to encrypt. 

The objects of the invention are achieved by packing the packets consistent with a 
network protocol into packets of a digital transport stream and by using a part of the 
address of the receiving equipment as a packet identifier in the digital transport 
stream. Moreover, to achieve the objects of the invention, this address is dynami- 
cally allocated for this use. so that when a given data transmission comes to an end. 
both the address and the transport stream packet identifier will become available for 
use by others. 

The procedure of the invention for transmitting data from a transmitting device con- 
nected to a data network via the data network and a transmitting station to a receiv- 
ing device is characterized in that it comprises stages in which 

- from the information to be transmitted, a given transmitting device forms pack- 
ets consistent with the network protocol observed in the data network concerned, 
comprising the address of a given receiving device, 

- said packets are transferred via the data network to the transmitting station, 

- the transmitting station multiplexes the data stream formed by these packets into 
a digital transport stream generated by it. marking the parts of the digital trans- 
port stream related to said packets with a part of said address of the receiving 
device, 

- the transmitting station transmits the digital transport stream it has generated, 
which digital transport stream can be received in a coverage area comprising a 
plurality of receivers, and 

- said receiving device receives said digital transport stream and interprets those 
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parts of it that are marked with said part of the address of the receiving device. 

The invention also relates to an apparatus for implementing the procedure of the in- 
vention. The apparatus of the invention is characterized in that it comprises 
5 - means in said transmitting device for forming packets consistent with the net- 
work protocol observed in said data network and providing them with the ad- 
dress of the receiving device, as well as means for transmitting said packets into 
said data network, 

means in said transmitting station for receiving said packets from said data net- 
10 work and means for multiplexing the data stream formed by these packets as a 

part of said digital transport stream, as well as means for decoding the receiver 
address associated with said packets and for marking those parts of the digital 
transport stream that relate to said packets with a part of said address, and 
means in said receiving device for receiving said digital transport stream and 
1 5 interpreting the parts marked with a part of said address. 

In the procedure of the invention, certain packets in a packet-mode digital transport 
stream are reserved for information to be sent directly to the receiver identified by a 
certain address. In this case, the packet identifier to be used is a part of the receiver's 

20 address, which has been dynamically allocated for data transmission. In the follow- 
ing description of the invention, the transport stream used as an example is an 
MPEG system transport stream (MPEG System TS) and the network protocol ob- 
served to organise and address the data to be transmitted is the TCP/IP protocol. On 
certain conditions to be explained later on, the invention can be extended to cover 

25 other transport streams and network protocols as well. Moreover, it is assumed in 
the description as an example that the parties involved in the data transfer are a cer- 
tain transmitting device which is stationary and has a permanent Internet address 
and a certain receiving device which may be mobile and has no permanent Internet 
address. 

30 

In the system of the invention, the receiving device starts the communication bv 
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sending e.g. via modem a request for an Internet address or a so-called dynamic ad- 
dress allocation request to a given server connected to the Internet network. The 
server, which can be called an address server, assigns a free 32-bit Internet address 
to the receiving device. After this, via a modem line or a corresponding data trans- 
mission line and/or other connections used in the data network, the receiving device 
sends a request to the transmitting device to start transmission. This request contains 
the above-mentioned temporary Internet address of the receiving device. The 
transmitting device sends the requested data over a fast network connection to a 
transmitting station, whose normal function is to transmit e.g. a broadcast or televi- 
sion transmission type MPEG transport stream in a known manner. The transmitting 
station multiplexes the data intended for the receiving device into the transport 
stream so that the data is placed in private tables, which are divided into certain TS 
packets, whose PID identifier is formed from 13 low-order bits of the temporary 
Internet address of the receiving device. If the data is to be encrypted, the transmit- 
ting station must know which encryption key is to be used for the encryption of data 
intended for this particular receiver, in which case all TS packets sent to this re- 
ceiver are encrypted with the appropriate key. 

The transmitting station transmits the transport stream e.g. via a satellite, in which 
case it can be received in the whole coverage area of the satellite. The receiving de- 
vice, which has been monitoring the transport stream transmitted via this satellite 
since it sent a request to start transmission, recognises the TS packets intended for 
itself by the PID identifier, disencrypts the data if encryption is used, and recon- 
structs the data transmitted. Once all the transmitted data has arrived in the receiving 
device, the latter sends via the modem line an acknowledgement to the address 
server, thereby releasing the temporary Internet address, which can then be assigned 
further to another device. An acknowledgement is not necessary if the temporary 
Internet address has been assigned to the device for a certain length of time. 

The possibility of multiplexing Internet-type data transfer into a transport stream 
consistent with the MPEG standards is based on the fact that the transport stream is 
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seldom so fully reserved that its entire bandwidth is in use. As an example, let us 
consider a transport stream whose useful bandwidth is 40 Mbit/s. In a typical situa- 
tion, the transport stream carries e.g. five compressed video images, each of which 
occupies a bandwidth of 5Mbit/s. In this case, there will be 15 Mbit/s of the total 
useful bandwidth left over, so this remaining bandwidth can be assigned for tempo- 
rary data transfer connections. It is conceivable that the procedure of the invention 
can be applied e.g. in cases where the user of a receiving device contacts the client 
server of a given software supplier to download a new software version. For the 
transfer of a file of several megabytes, e.g. a bandwidth of 2 Mbit/s is reserved from 
the transport stream, but as the transfer only takes a few tens of seconds, the same 
capacity can soon be assigned to another connection. 

In the following, the invention is described in detail by referring to preferred em- 
bodiments presented as examples, as well as to the attached drawings, in which 

Fig. 1 presents a known transport stream composition. 

Fig. 2 illustrates known programme transmission as a PES transport stream 
in accordance with the MPEG standard. 

Fig. 3 illustrates a prior-art procedure for the use of an MPEG transport 
stream to transmit data to an individual receiver. 

Fig. 4 illustrates the procedure of the invention for the use of an MPEG 
transport stream to transmit data to an individual receiver, and 

Fig. 5 illustrates a data transfer system in which the procedure of the inven- 
tion can be used. 



In the above description of prior art, reference was made to Fig. 1 - 3, so in the fol- 
lowing description of the invention and its preferred embodiments. Fig. 4 and 5 will 
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be referred to in the first place. In the figures, corresponding parts are identified by 
the same reference numbers. 

Fig. 4 illustrates the way in which data organised and addressed according to the 
TCP/IP protocol is transferred by the method of the invention using an MPEG 
transport stream. At the top of the figure there is a TCP/IP packet 6. which consists 
of a 20-byte IP header 6a. a 20-byte TCP header 6b and a payload part 6c. which 
may have a length oi'180, 178 or 163 bytes. The IP header 6a contains, among other 
things, the receiver" s network address (not shown separately in the figure), whose 
length is 32 bits. To ensure that the invention is not dependent on any protocol, first 
a DSM-CC packet 7 is formed by adding a DMS-CC header 7a to a packet consis- 
tent with the network protocol ( in this case TCP/IP). Further, from this packet 7 a 
private table 16 is formed, which comprises a table header 16a and has a length 
equal to the sum of the lengths of the packet 6 consistent with the network protocol, 
the DSM-CC header 7a and the table header 1 6a. From the address 6a of the packet 
consistent with the network protocol, as many of the low-order bits of the receiver's 
address are included in the table header 16a as there are bits available in the trans- 
port stream for the identification of TS packets. In the embodiment presented in the 
figure, the length of the PID identifier is 13 bits, so the private table header 16a will 
contain 13 low-order bits from the IP address 6a. The table is divided according to 
standard 13818-6 into payloads ofTS packets 2 and the 13-bit PID identifier 3 in 
the header part of each TS packet is set to be equal to the 13 last or low-order bits of 
the 32-bit IP address of the TCP/IP packet to be transmitted. 

Fig. 5 presents a diagram representing the equipment and systems involved in data 
transmission applying the procedure of the invention. The receiving device 9 com- 
prises at least a computer 9a and a receiver 9b capable of interpreting an MPEG 
transmission known in itself. The receiver 9b may be e.g. a so-called Set Top Box 
(STB) designed for the reception of ordinary television programmes, and its techni- 
cal implementation is in itself known to a person skilled in the art. The computer 9a 
is the actual receiver of the data transmitted, and its central processing unit (not 
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shown separately in the figure) controls the operation of the whole receiving device 
9. A special advantage of the invention is observed in the fact that the demultiplex- 
ing chip (not shown separately in the figures) of the receiver 9h can identify and sort 
out the TS packets intended for the receiving device quickly and effectively based 
5 on the component (hardware) implementation, so it is not required to have a high 
computing capacity. 

The receiving device also comprises a modem 9c or an equivalent adapter device 
applicable for relatively slow network connections. In the embodiment presented in 

10 Fig. 5, all communication from the receiving device 9 takes place via a modem 9c. 
In a manner known itself, the modem 9c is connected e.g. via a conventional circuit- 
switched telephone network to another modem 10. which in turn is connected to a 
packet-switched data transmission network 1 1 consisting of servers interconnected 
via mutual data links. Of the servers connected to the network, the figure shows 

15 particularly the address server 12, whose function is to assign dynamically allocated 
IP addresses to different users and to maintain a database of information as to who 
owns which address at any given time. The address server 12 is a computer in which 
the allocation of addresses and the maintenance of the database are performed e.g. in 
accordance with the DHCP protocol (Dynamic Host Configuration Protocol) known 
20 in itself In its present form, this protocol comprises dynamic allocation and mainte- 
nance of TCP/IP addresses in the first place, but it can be extended so as to enable it 
to handle addresses consistent with any known protocol. 

In the arrangement presented in the figure, it is assumed that the internal connec- 
25 tions within the data transmission network 1 1 are capable of very high transfer 
speeds, even several tens of megabits per second. The transmitting device 13 is a 
computer which is connected to the data network 1 1 and comprises the network 
protocol means (not shown in the figure) known in themselves that are used to form 
successive TCP/IP packets from the data to be transmitted. Other servers (not shown 
30 in the figure) connected to the network comprise means known in themselves for 

routing the TCP/IP packets in the network in a hierarchic manner such that the most 
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significant bits in the packet addresses will determine the routing at the network 
level. 

Connected to the data network 1 1 is also a transmitting station 14. which, like a 
5 conventional transmitting station, comprises means for multiplexing the pro- 
grammes proceeding from different sources into one or more transport streams or 
MPEG System TS streams. To implement the procedure of the invention, the 
transmitting station 14 also comprises means for receiving TCP/IP packets, adding 
the DSM-CC headers and forming private tables and placing them in the TS packets 
10 of the transport stream. The means receiving TCP/IP packets are connected to the 
means forming the transport stream via a link used to transmit the 13 low-order bits 
of the TCP/IP packet addresses, to be used as PID identifiers of the TS packets. 

In the embodiment presented in Fig. 5. the system comprises a satellite 15, which 
15 transmits the transport stream from the transmitting station to the coverage area of 
its transmitting aerials. For the use of the procedure of the invention, it is not neces- 
sary for the satellite to have any special additional equipment or functions besides 
normal hardware applicable for MPEG transmission. Most new broadcasting and 
television satellites are capable of transmitting a transport stream of the MPEG for- 
20 mat. However, from the point of view of the invention, the medium used to transmit 
the transport stream from the transmitting station 14 to the receiving device 9 is not 
an essential question. Instead of a satellite, the transmission may take place e.g. via 
a cable television network or a communication network between computers. Even 
when a satellite is used for the transmission, the apparatus of the invention prefera- 
25 . bly comprises, like conventional equipment for television transmissions, a local 
satellite receiver and a local cable network (these are not shown in the figure) to 
earn' the transmission further to homes. 

In another embodiment of the invention, the information is transmitted in the data 
30 network 1 1 and from the transmitting station 14 in an encrypted format. The en- 
cryption can be implemented by any known method. As the MPEG definitions in- 
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elude programme-specific encryption, which means that all TS packets marked with 
a given PID identifier are encrypted using a certain encryption key, this operation 
can be utilised in the system of the invention. If the so-called Public Domain Key 
encryption is used, then the transmitting station 14 is provided with storage means 
for the storage of the receivers' public domain keys. The address server 12 informs 
the transmitting station 14 about the PID corresponding to each receiver, and the 
transmitting station encrypts all TS packets marked with a certain PID using the 
public domain key of the receiver concerned. 

The use of an address dynamically allocated to a receiving device will be described 
next, still focusing on IP addresses as an example, corresponding to TCP/IP format 
transmission in a data network 1 1 . IP addresses have 32 bits and are divided into A. 
B and C types. As an example, the B-type address will be described. It comprises 
two bits indicating the address type, 14 bits called the network part and used for 
routing up to a certain so-called organisation server, and 1 6 bits which are unambi- 
guous computer-specific addresses under the organisation server concerned. In the 
procedure of the invention, the data network 1 1 only handles the network part of the 
IP address dynamically allocated to the receiver and, based on that, directs the 
TCP/IP packets intended for that receiver to the transmitting station 1 4. Of the 1 6- 
bit computer-specific address of a B-type address. 13 bits arc used as a PID identi- 
fier and three bits can be used e.g. to select a satellite channel if the satellite has 
eight transmission channels at most. Each transmission channel corresponds to one 
transport stream. If the satellite comprises more than eight channels, part of whose 
capacity is to be used for data transfer by the method of the invention, then it has to 
possess more than one B-type address range. This can be taken to mean that two or 
more network parts are used, both of which cause the TCP/IP packets to be routed to 
the same transmitting station and via it to the same satellite. In this case, the first 
network pan corresponds to satellite channels 0-7. the second to channels 8-15. and 



so on. 



The MPEG standards also define an alternative according to which the length of the 
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header pan of the TS packets can be extended beyond the above-mentioned four- 
byte limit. In this case, it is possible e.g. to extend the PID identifier by three bits to 
make it 16 bits long. An extended PID will be useful in the first place in a situation 
where the address server receives so many address allocation requests that the 8191 
possible PIDs (excluding reserved PIDs) defined with 13 bits are not sufficient to 
provide an address for all those who want one. There may also be other reasons to 
include more fields in the TS packet header than those proposed in the above de- 
scription. However, the length of the pay load part of the packet must not be reduced 
too much to avoid lowering the transmission efficiency. 

The address server 12 must not assign to individual receivers temporary IP ad- 
dresses whose low-order bits are already being used as the PID identifier of a pro- 
gramme transmitted from the transmitting station 14. The allowed address range 
may be fixedly determined, in which case the allowed and forbidden PID identifiers 
are defined in connection with the configuration of the address server 12. Another 
possibility is that the use of PID identifiers allocated to programmes is also agreed 
dynamically between the address server 12 and the transmitting station 14. In this 
case, two operational alternatives can be distinguished, depending on authority: If 
the transmitting station 14 is the authorised party, it will tell the address server 
which PIDs have already been allocated at any given time, in which case the address 
server 12 mav have to immediately stop using a corresponding IP address. On the 
other hand, if the address server 12 is authorised to decide about the use of all PID 
identifiers, then the transmitting station 14 will ask for certain PIDs to be assigned 
to programmes, in the same way as a given IP address is temporarily assigned to 
individual receivers. 

It is to be noted that, in the system illustrated by Fig. 5 ? the location of the receiving 
device 9 is not subject to any other requirements except that it should be located 
within the coverage area of the satellite 15. Reception via satellite is usually imple- 
mented in a centralised manner so that a given receiving station (not shown in the 
figures) receives and amplifies the signal and distributes it further via a local cable 
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network. The receiving device 9 may also comprise a satellite receiver of its own. in 
which case it will even be able to move during a communication connection as pro- 
vided by the invention. The modem 9c may be wirelessly connected to another mo- 
dem 10 e.g. via a mobile telephone network in a manner known in itself. In this 
5 way, the receiving device is relieved of the requirement regarding location under a 
certain physical organisation server that applies to conventional fixed Internet con- 
nections. 

With the development of signal processing technology and the increasing use of 
1 0 low-orbit satellites, it may become possible to provide the receiving device 9 with a 
transmitter part, in which case the fast data link of the invention will become bi- 
directional. In this case, no modems 9c. 10 will be needed because all data is 
transmitted via a satellite 1 5. 



15 



25 



30 



The invention does not in itself impose any restrictions as to which network proto- 
col is to be used to form the packets and addresses in the data network 1 1 . For the 
invention, the only important point is that a certain part, preferably the so-called 
hardware part, of the bit string defining the address is used as a packet identifier, in a 
digital transport stream to allow the address allocation and determination of the 
identifier to be carried out at the same time and to make it as simple as possible for 
the receiving device to sort out from the transport stream the packets intended for 
itself. Thus, the invention does not involve any actual restrictions as to the type of 
the transport stream, provided only that packets related to a given logical entity are 
marked using an unambiguous identifier. However, the transport stream packet 
identifier should preferably be shorter than the address consistent with the network 
protocol applied, to allow a portion of the address, corresponding to the network 
part as mentioned above, to be used for routing between the transmitting computer 
1 3 and the transmitting station 14. If the packet identifier is longer, as is the case 
e.g. in ATM and Token Ring networks, then only a part of it is used according to the 
invention by setting this part so that it is substantially the same as the hardware part 
of the receiving device. In the embodiment illustrated by Fig. 4, it is also possible to 
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use longer addresses or a wider address range so that a given 13-bit PID identifier 
corresponds to a given user group and the remaining bits in the receiver's address, 
which actually identify a certain user, are placed in the so-called table_id_extension 
in the header part 16a of the private table 16. 

s 

Certain reception addresses can be defined in the system as broadcast-type ad- 
dresses, which are used to mark TCP/IP packets (and TS packets) that are intended 
for all receivers or for a certain receiver group instead of a single receiver. 

10 The procedure and apparatus of the invention for organising a fast data link can be 
used for fast Internet-type data transfer without any other additional equipment ex- 
cept a television receiver auxiliary device (e.g. a so-called Set Top Box ) capable of 
receiving a digital transport stream (e.g. an MPEG System TS stream), which is 
rapidly gaining ground. Due to its dynamic address allocation system, the invention 

1 5 does not involve any significant load on new available Internet addresses, and the 
inclusion of a certain part of the address in the transport stream packet identifier 
guarantees that the receiving device will be able to sort out the portions intended for 
itself from the transport stream in an easy and light way with regard to the comput- 
ing capacity required. In the procedure of the invention, the data to be transmitted 

20 can be encrypted by methods consistent with current definitions. It can be stated that 
the invention achieves its objects. 
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Claims 

1 Procedure for organising the transmission of data in an extensive data network 
f 1 1) comprising computer equipment (9, 12. 13) connected to it via data links and a 
transmitting station (14), which transmitting station comprises means for generatinq 
and transmitting a digital transport stream (1) multiplexed from a plurality of pro- 
grammes, which digital transport stream to be transmitted can be received in a cov- 
erage area comprising a plurality of receivers, characterized in that it comprises 
stages in which 



- a given transmitting device (13) forms from the data to be transmitted packets 
(6. 8) consistent with the network protocol observed in the data network con- 
cerned, comprising the address of a given receiving device, 

- said packets (6, 8) are transferred via said data network (1 ) to said transmitting 
15 station (14), 

- the transmitting station (14) multiplexes the data stream formed by said packets 
(6, 8) into a digital transport stream (1 ) generated by it, marking those parts (2) 
of the digital transport stream that relate to said packets with a pan (3 ) of said 
address of a given receiving device. 

20 - the transmitting station ( 1 4) transmits the digital transport stream it has gener- 
ated, which digital transport stream can be received in a coverage area compris- 
ing a plurality of receivers, and 

- said receiving device (9) receives said digital transport stream (1 ) and interprets 
those parts of it that are marked with said part (3) of the address of the receiving 



device. 



2. Procedure as defined in claim 1 , characterized in that it additionally comprises, 
before the stages mentioned in claim 1 , stages in which 

30 - said receiving device (9) sends to a given address server device (12) connected 
to the data network a request for a temporary address. 
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- said address server device (12) sends to said receiving device (9) data compris- 
ing a temporary address, on the basis of which the receiving device is identified 
in the data network ( 1 1 ). and 

- said receiving device (9) sends to said transmitting device ( 1 3 ) a request to start 
5 transmission, said request comprising the temporary address. 

and. after the stages mentioned in claim 1 , a stage in which 

- said receiving device (9) sends to said address server device ( 1 2) a message in- 
l o dicating that it has stopped using the temporary address. 

3. Procedure as defined in claim 1 or 2. characterized in that communication in 
said data network (1 1) is effected in accordance with the TCP/IP protocol, in which 
case said address of the receiving device comprises 32 bits. 



15 



30 



4. Procedure as defined in any one of the preceding claims, characterized in that 
said digital transport stream (1) is an MPEG system transport stream (MPEG Sys- 
tem TS) and the TS packets in the MPEG system transport stream that contain 
packets (6, 8) consistent with the network protocol arc marked by assigning them a 
PID identifier (3 ) consisting of certain bits included in the address of said receiving 
device. 

5. Procedure as defined in claim 4. characterized in that the PID identifier (3) as- 
signed consists of 13 low-order bits of the address of the receiving device. 

6. Procedure as defined in any one of the preceding claims, characterized in that it 
additionally comprises stages in which 

- in conjunction with the multiplexing, said transmitting station ( 1 4) encrypts 
those parts ( 2) of the digital transport stream ( 1 ) that are related to said packets 
(6, 8) consistent with the network protocol, using an encryption method specific 
to information intended for the particular receiver, and 



BNSDOCID <WO_ 9720413A1_I_> 



10 



2S 



WO 97/20413 

, g PCT/FI96/00640 

in conjunction with the interpretation, said receiving device (9) disencrypts the 
data intended for it. 



7. System for the transfer of data between a given transmitting device ( 1 3 ) and a 
given receiving device (9), said system comprising a data network (II) and com- 
puter equipment (9, 1 2, 1 3) connected to it via data links, a transmitting station ( 1 4) 
comprising means for generating and transmitting a digital transport stream (1) 
multiplexed from a plurality of programmes, and transmission means ( 1 5) for send- 
ing the data transmitted by said transmitting station to a plurality of receivers simul- 
taneously, characterized in that it comprises 



- means in said transmitting device (1 3 ) for forming packets (6. 8) consistent with 
the network protocol observed in said data network and providing them with the 
address of said receiving device (9), as well as means for sending said packets 

1 5 into said data network (II), 

- means in said transmitting station ( 1 4) for receiving said packets (6, 8) from said ■ 
data network (1 1) and means for multiplexing the data stream formed by these 
packets as a part of said digital transport stream ( 1 ). as well as means for inter- 
preting the receiver address associated with said packets (6, 8) and for marking 

20 those pans (2) of the digital transport stream that relate to said packets with a 

part ( 3) of said address, and 
- means (9b) in said receiving device (9) for receiving said digital transport stream 
(1 ) and interpreting the parts marked with a part (3) of said address. 



8. System as defined in claim 1, characterized in that it additionally comprises an 
address server device (12) connected to said data network (11), said address server 
device (12) comprising means for storing the addresses and data relating to them 
and for temporarily assigning addresses to given devices. 

30 9. System as defined in claim 7 or 8. characterized in that it additionally comprises 
means in said transmitting station (14) for encrypting the data associated with given 
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data streams to be multiplexed, this encryption being effected in a manner specific 
to each data stream, as well as storage means for the storage of information relating 
to the encryption, and means in said receiving device (9) for the disencryption of 
data encrypted in a manner specific to it. 
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